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Bid Number/gyel waies (Rs geam):
GEM/2023/B/3858620
Dated/feier : 22-08-2023

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

12-09-2023 14:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

12-09-2023 14:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

60 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Finance

Department Name/[A#9r & =re1

Department Of Revenue

Organisation Name/@316d & =1

Central Board Of Excise And Customs (cbec)

Office Name/&dta g & AT

Office Of The Commissioner Of Customs (general),
Jawaharlal Nehru Custom House,

Total Quantity/gel AT

1

Item Category/#ig Bl

Firewall - NGFW (Q2)

Minimum Average Annual Turnover of the

bidder (For 3 Years)/f[d2t & Jgd# 3itaa
arffes eA3iey (3 asf @)

25 Lakh (s)

Years of Past Experience Required for
same/similar service/>¢l/8aa Aar3it & fow

fEra Rera sgaa & af

2 Year (s)

MSE Exemption for Years Of
Experience/3/Hd & auf & wATHS §e/ and
Turnover/TH3iR & fav taTwS A G WA &

Yes

Startup Exemption for Years of Experience

and Turnover/ 3igHd & auf { FWIEIHT T

No

Document required from seller/fhar & &
AT EAAS

Experience Criteria,Past Performance,Bidder Turnover

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Past Performance/fard uelar

60 %

Bid to RA enabled/fSs & Raw Nereh aftha frar

No

Type of Bid/Q3 & U

Two Packet Bid
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Bid Details/f5 faaor

Time allowed for Technical Clarifications
during technical evaluation/d&eif 3[eihe & |2 pays

R aNdr TaRiaor g IHFAT FHT

Inspection Required (By Empanelled
Inspection Authority / Agencies pre- No
registered with GeM)

Evaluation Method/#eis ugid Total value wise evaluation

EMD Detail/3uadr faavor

Advisory Bank/Tsarssiy & State Bank of India

EMD Amount/$uagr Y 30000

ePBG Detail/sdidish faavor

Required/3magehrdr No

(a). EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document for the
relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy./stat & erdf & TFAIT STHE FT &b STPd s Bl HafAd HeIN & forw 5 & WY 4 FATIT GFATIT Tedd e ¢
THTHS IR & HANT hadl a3t & forw AfAarar aur Far3if & fow dar gerdr SuaAsT § g & T &1 AaRAT it 38 Afd &
W [ AEL @M I &

(b). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./$Tast 3R Hurga
STHTAd TR, STl I AL BXcdt &, et & st gl wfeu)

Beneficiary/arandf :

Superintendent Of Customs

Office Of The Commissioner Of Customs (NS-1), Jawaharlal Nehru Custom House,, Department of Revenue, Central
Board of Excise and Customs (CBEC), Ministry of Finance.

(Avanish Bajpai)

Splitting/fasrser

Bid splitting not applied/dtel fAHTSTeT oMy e fopam .

MII Purchase Preference/ta3n$3ms @lig adddr

MIl Purchase Preference/Ta31$3s @ a1 Yes

MSE Purchase Preference/tatds @llg adiar

MSE Purchase Preference/Tauds @G adiadr Yes

2/7



1. If the bidder is a Micro or Small Enterprise as per latest definitions under MSME rules, the bidder shall be
exempted from the requirement of "Bidder Turnover" criteria and "Experience Criteria" subject to meeting of
quality and technical specifications. If the bidder is OEM of the offered products, it would be exempted from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. In case any
bidder is seeking exemption from Turnover / Experience Criteria, the supporting documents to prove his eligibility
for exemption must be uploaded for evaluation by the buyer.

2. The minimum average annual financial turnover of the bidder during the last three years, ending on 31st
March of the previous financial year, should be as indicated above in the bid document. Documentary evidence in
the form of certified Audited Balance Sheets of relevant periods or a certificate from the Chartered Accountant /
Cost Accountant indicating the turnover details for the relevant period shall be uploaded with the bid. In case the
date of constitution / incorporation of the bidder is less than 3-year-old, the average turnover in respect of the
completed financial years after the date of constitution shall be taken into account for this criteria.

3. Experience Criteria: In respect of the filter applied for experience criteria, the Bidder or its OEM {themselves or
through reseller(s)} should have regularly, manufactured and supplied same or similar Category Products to any
Central / State Govt Organization / PSU / Public Listed Company for number of Financial years as indicated above
in the bid document before the bid opening date. Copies of relevant contracts to be submitted along with bid in
support of having supplied some quantity during each of the Financial year. In case of bunch bids, the category of
primary product having highest value should meet this criterion.

4. Preference to Make In India products (For bids < 200 Crore):Preference shall be given to Class 1 local supplier
as defined in public procurement (Preference to Make in India), Order 2017 as amended from time to time and its
subsequent Orders/Notifications issued by concerned Nodal Ministry for specific Goods/Products. The minimum
local content to qualify as a Class 1 local supplier is denoted in the bid document. If the bidder wants to avail the
Purchase preference, the bidder must upload a certificate from the OEM regarding the percentage of the local
content and the details of locations at which the local value addition is made along with their bid, failing which

no purchase preference shall be granted. In case the bid value is more than Rs 10 Crore, the declaration relating
to percentage of local content shall be certified by the statutory auditor or cost auditor, if the OEM is a company
and by a practicing cost accountant or a chartered accountant for OEMs other than companies as per the Public
Procurement (preference to Make-in -India) order 2017 dated 04.06.2020. Only Class-l and Class-Il Local suppliers
as per Mll order dated 4.6.2020 will be eligible to bid. Non - Local suppliers as per Mll order dated 04.06.2020 are
not eligible to participate. However, eligible micro and small enterprises will be allowed to participate .The

buyers are advised to refer the OM No.F.1/4/2021-PPD dated 18.05.2023.

OM No.1 4 2021 PPD_dated 18.05.2023 for compliance of Concurrent application of Public Procurement Policy
for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in India) Order, 2017.

5. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference, the bidder must be the manufacturer of the offered
product in case of bid for supply of goods. Traders are excluded from the purview of Public Procurement Policy for
Micro and Small Enterprises. In respect of bid for Services, the bidder must be the Service provider of the offered
Service. Relevant documentary evidence in this regard shall be uploaded along with the bid in respect of the
offered product or service. If L-1 is not an MSE and MSE Seller (s) has/have quoted price within L-1+ 15%
(Selected by Buyer)of margin of purchase preference /price band defined in relevant policy, such Seller shall be
given opportunity to match L-1 price and contract will be awarded for 25%(selected by Buyer) percentage of
total QUANTITY.The buyers are advised to refer the OM No.F.1/4/2021-PPD dated 18.05.2023

OM No.1 4 2021 PPD_dated 18.05.2023 for compliance of Concurrent application of Public Procurement Policy
for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in India) Order, 2017.

6. Past Performance: The Bidder or its OEM {themselves or through re-seller(s)} should have supplied same or
similar Category Products for 60% of bid quantity, in at least one of the last three Financial years before the bid
opening date to any Central / State Govt Organization / PSU / Public Listed Company. Copies of relevant

contracts (proving supply of cumulative order quantity in any one financial year) to be submitted along with bid
in support of quantity supplied in the relevant Financial year. In case of bunch bids, the category related to
primary product having highest bid value should meet this criterion.

Firewall - NGFW ( 1 pieces )

(Minimum 50% and 20% Local Content required for qualifying as Class 1 and Class 2 Local Supplier

respectively/wazr: Soft 1 3R Joft 2 & T 3Mgfdadt F T 37 3T wH WS F AU 3maas)
Technical Specifications/da=lid RAfRAPAr

3/7


https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/bidding/downloadOmppdfile/

* As per GeM Cateqgory Specification/ai# Feall AIRT & 3@

Specification

Specification Name/fRA® @
A

Bid Requirement/[s & faT 3maas (Allowed
Values)/3iAd {eA

Specification

Type

NGFW Or higher

Form Factor (RU)

1

Features

Layer 3 - Layer 4, NAT, VPN, Application Visibility and
Control (AVC), User Identity, Next Generation
Intrusion Prevention System (IPS), Zero Day
Protection / Advance Malware protection, Web
Security Essentials / URL Filtering

Traffic handled

TCP, UDP, HTTP/TCP, TCP/UDP

Packet Size (KB)

1024 Or higher

Throughput with all
features enabled(Under
Test Condition) (Mbps)

4750, 5000, 6000, 7000, 8500, 9000, 10000, 11000,
12000, 13000, 15000, 19000, 20000, 22000, 25000,
26000, 27000, 29000, 30000, 32000, 34000, 35000,
39000, 40000, 42000, 43000, 44000, 45000, 48000,
50000, 52000, 54000, 55000, 60000, 64000, 69000,
70000, 75000, 80000, 95000, 120000, 130000
132000, 148000, 153000, 168000, 234000, 260000,
285000, 570000, 1200000 Or higher

Throughput (Real
World/Prod Performance)
(Under Test Condition)
(Mbps)

23000, 25000, 26000, 27000, 29000, 30000, 32000,
33500, 34000, 35000, 39000, 40000, 42000, 43000,
45000, 48000, 50000, 53000, 54000, 55000, 60000,
64000, 65000, 69000, 70000, 75000, 120000,
130000, 132000, 135000, 148000, 153000, 168000,
234000, 260000, 320000 Or higher

Concurrent
Session/Concurrent
Connection

15M, 20M, 25M, 30M, 32M, 35M, 39.5M, 40M, 55M,
60M, 63M, 64M Or higher

New session/Connection per
second

250K, 263K, 265K, 284K, 295K, 300K, 350K, 380K,
390K, 450K, 490K, 500K, 800K, 848K, 850K, 900K,
1.1M, 1.75M, 3.5M, 7.5M, 225K, 425K Or higher

Type of Interface Supported
Multiselect

GE Copper, 10G SFP+, QSFP+ 40 G, GE SFF, QSFP28
100G Or higher

Number of GE Copper interface

6, 8,12, 16, 20, 40 Or higher

Number of 10G SFP+ interface

0,2, 4,6, 8,10, 12, 16, 24, 48 Or higher

Number of QSFP+ 40 G
interface

0, 2,4, 6,8, 12 Or higher

Number of GE Small Form-
Factor Pluggable (SFP)
interface

0,2,4,6,8,10, 12, 16, 20, 40 Or higher

Number ofcol /WAN Ports

4,8,12, 16 Or higher

Number of Ipsec VPN Peers
supported (Site to Site)

10000.0 Or higher

Number of Ipsec VPN Peers
supported (Client to Site)

12500.0 Or higher
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https://bidplus.gem.gov.in/bidding/bid/showCatalogue/-eM2Y_JYLafkc3JmlZOs-PU3L68Pb6qffWuKDIk8Ves

Specification

Specificat

ion Name/faff¥ @
aA

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

supported (

Number of SSL VPN Peers

Client to Site)

7500.0 Or higher

Type of Storage Disk

HDD, SSD Or higher

Storage Capacity (GB)

1000, 2000 Or higher

Power Supplies

Single, Dual Dual Or higher

High Availability Support

Yes Or higher

If Yes, High Availability active-active, active-passive Or higher
from day 1
Firewall Policies - License Yes Or higher

the License

Details of the Firewall Policies
for the Firewall provided with

Web Security Essentials / URL Filtering, IPS License,
Application Visibility License, APT (Advance Persistant
Threat) License (Anti Malware Protection , C& C
attacks, Geo IP Protection, Zero Day Threat
Protection), Gateway Anti virus, Gateway Anti spam

NGIPS Sigature supported

25000, 30000, 35000, 40000 Or higher

Security Int

elligence

IP, URL, Domain

Certification

Common Criteria /NDPP/NSS/ICSALabs

(Year)

On Site OEM Warranty

3, 5 Or higher

Consignees/Reporting Officer/mXRct/Ruifésr 31w and/ T Quantity/arr

Consignee
S.No./&. || Reporting/Officer/ . Delivery Days/Rcadl &
g RS/ R Address/adr Quantity/adr=r oot
KIIEER
400707,0FFICE OF
1 Avanish Bajpai COMMISSIONER OF CUSTOM(G) || 1 15
JNCH NAHAVA SHEVA URAN

Buyer Added Bid Specific Terms and Conditions/sar g s a8 Rs & Ry ot

1. Generic

OPTION CLAUSE: The Purchaser reserves the right to increase or decrease the quantity to be ordered up
to 25 percent of bid quantity at the time of placement of contract. The purchaser also reserves the right to
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increase the ordered quantity by up to 25% of the contracted quantity during the currency of the
contract at the contracted rates. Bidders are bound to accept the orders accordingly.

2. Generic

Bidder financial standing: The bidder should not be under liquidation, court receivership or similar
proceedings, should not be bankrupt. Bidder to upload undertaking to this effect with bid.

3. Generic
Bidders are advised to check applicable GST on their own before quoting. Buyer will not take any
responsibility in this regards. GST reimbursement will be as per actuals or as per applicable rates
(whichever is lower), subject to the maximum of quoted GST %.

4. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

Disclaimer/shaxor

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. Any clause(s) incorporated by the Buyer regarding following shall be treated as
null and void and would not be considered as part of bid:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process.

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

© ® N0 Uk

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is also governed by the General Terms and Conditions/ Ig s @ramea oaf & 37aeia off arffa &
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2023/Aug/GEM_2023_B_3858620/CLM0010/NGFW_29d04322-2826-42a1-97881692690807078_Ajay@501.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20230822

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws/ SV T TAT=T Al & WS 26 & TH H WA & WY HH W WS WA aTd T F X T Wig
W giady & TE9 F AT F AT qH AT WS A Al ST 7 prs o = 3@ [Afae F s g & faw it oy o
9 a% 95 & aren weTH WREd F orw oligd @Ifes #F A9 od AT ST B sEA AHquela wenr gem AR e o
I BVOT RFT ST T SEM AW o Il W HIT BN dehrel FAT B AR Flefed & HFAL HET BN Flefell drars
& ITUTT BT |

---Thank You/4=arg---
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GOVERNMENT OF INDIA, MINISTRY OF FINANCE
INDIAN CUSTOMS- MUMBAI ZONE-II
OFFICE OF THE COMMISSIONER OF CUSTOMS (NS-I)
JAWAHARLAL NEHRU CUSTOM HOUSE, NHAVA SHEVA
TAL- URAN, DIST. - RAIGAD, MAHARASHTRA - 400707

F. No. GEN/EDI/INFR/OTH/2/2023-EDI Date: 22.08.2023

The Commissioner of Customs, NS-I, Mumbai Zone-II, JNCH invites
online tender in two bid systems (Technical and financial) through e-
submission of competitive bids from the reputed and experienced
Companies/Firms/Contractors/Enterprises to procure a “Firewall with three
years subscription” from qualified bidders which is to be installed at JNCH in
Mumbai Customs Zone-II. The technical bid will cover information related to all
aspects other than the price quoted. The Financial bid will cover the price

quoted in the given proforma in the Annexure part of this tender document.

2. The tender documents, including the application form, format for Technical
Bid and Financial Bid etc., are enclosed at Annexure- H & Annexure- I to this

Tender Notice, which is also available on websites www.jawaharcustoms.gov.in

and www.gem.gov.in Any change/modification in the tender enquiry will be

intimated through the above websites only. Bidders are, therefore, requested to
visit above mentioned websites regularly to keep themselves updated. For

reference, the CRITICAL DATE SHEET is given below:

Sr. Description of Activities Date (dd/mm/yyyy)
No. and Time (hrs)

1 Published Date As per GeM Portal

2 Bid Submission start date As per GeM Portal

3 Bid submission last date As per GeM Portal

4 Technical bid opening date As per GeM Portal

3. EMD (Earnest Money Deposit): The tender should be submitted with a Bank
Guarantee of an amount equal to 2% of the quoted value issued by any
nationalised bank in an original and scanned copy of EMD is to be uploaded

with tender. Exemptions applicable to MSME & NSIC etc., are as per Gol Rules.
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http://www.jawaharcustoms.gov.in/

4. Details of documents enclosed

Sr. Annexure Title of the Document

No.

1 Annexure-A TERMS OF REFERENCE

2 Annexure-B INSTRUCTIONS TO BIDDERS

3 Annexure-C TERMS AND CONDITIONS

4 Annexure-D PREQUALIFICATION CONDITIONS
S Annexure-E INSTRUCTIONS FOR BID SUBMISSION
6 Annexure-F TENDER ACCEPTANCE LETTER

7 Annexure-G CHECKLIST FOR BIDDERS

8 Annexure-H FORMAT FOR TECHNICAL BID

9 Annexure-I FORMAT FOR FINANCIAL BID

5. The details of eligibility criteria, specifications, terms and conditions,
agreement details, and payment schedules shall be as per Annexures to this
Tender Notice. In case of any further clarification or queries, the bidders may
contact the Superintendent of Customs, EDI Hardware, Office of the
Commissioner of Customs, NS-I, Jawaharlal Nehru Custom House, Nhava
Sheva, Tal. Uran, Dist.-Raigad, Maharashtra-400707 during office working

hours.

6. The Commissioner of Customs, NS-I, Jawaharlal Nehru Custom House,
Nhava Sheva, Tal. Uran, Dist.-Raigad, Maharashtra-400707, reserve the right

to reject any or all of the bids without assigning any reason.

Sd/-

(Akshay Patil)
Deputy Commissioner of Customs,

EDI Hardware, JNCH

Encl: As above

Copy to:
1. Notice Board, JNCH

2. AO, EDI Software, JNCH- for uploading on the departmental website.

3. Supdt/CHS, NCH- to paste on Notice Board
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ANNEXURE-A

TERMS OF REFERENCE

BACKGROUND

JNCH, Mumbai Customs Zone-II, is one of the country’s biggest Customs Zones
in revenue collection. It is also one of the biggest in terms of import and export
cargo handled in containers (J N Port). In order to match the standards of the
speed and volume of work at JNCH, it is necessary to augment IT Infrastructure

in place from time to time.

OBJECTIVE

The objective is to procure 01 No. of Firewall with three years subscription from
qualified bidders, which is to be installed at JAWAHARLAL NEHRU CUSTOM
HOUSE, NHAVA SHEVA, TAL-URAN, DIST.-RAIGAD, MAHARASHTRA-400707.

SPECIFICATION:

The Department requires O1 No. of Firewall with the following major features

and minimum essential specifications: -

a) Major supported features:

e AntiVirus

o Intrusion Prevention System (IPS)

o Web filtering

o E-mail filtering, including protection against spam and grey ware
o Data Leak Prevention (DLP)

e Application Control

o Traffic inspection

« Content inspection and filtering

e Security Profiles components

o Security Profiles/lists/sensors

o Logging and reporting

b) Minimum Specifications:

TABLE A
Type NGFW
Form Factor (RU) 1RU
Features Layer 3 - Layer 4, NAT, VPN,

Application Visibility and Control
(AVC), User Identity, Next
Generation Intrusion Prevention

System (IPS), Zero Day Protection /
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Advance Malware protection, Web

Security Essentials / URL Filtering

Traffic handled

TCP, UDP, HTTP/TCP, TCP/UDP

Packet Size (KB)

1024 Or higher

Throughput with all features
enabled (Under Test Condition)
(Mbps)

7000, 8500, 9000, 10000, 11000,
12000, 13000, 15000, 19000,
20000, 22000, 25000, 26000,
27000, 29000, 30000, 32000,
34000, 35000, 39000, 40000,
42000, 43000, 44000, 45000,
48000, 50000, 52000, 54000,
55000, 60000, 64000, 69000,
70000, 75000, 80000, 95000,
120000, 130000, 132000, 148000,
153000, 168000, 234000, 260000,
285000, 570000, 1200000 Or
higher

Throughput (Real World/Prod
Performance) (Under Test

Condition) (Mbps)

23000, 25000, 26000, 27000,
29000, 30000, 32000, 33500,
34000, 35000, 39000, 40000,
42000, 43000, 45000, 48000,
50000, 53000, 54000, 55000,
60000, 64000, 65000, 69000,
70000, 75000, 120000, 130000,
132000, 135000, 148000, 75000,
120000, 130000, 132000, 135000,
148000 or Higher

Session/Concurrent

20M ,.30M, 40M, 55M, 60M, 63M,
64M Or higher

Connection New

session/Connection per second

250K , 300K, 380K, 390K, 450K,
490K, 500K, 800K, 848K, 850K, Or
higher

Type of Interface Supported
Multiselect

GE Copper, 10G SFP+, QSFP+ 40 G,
GE SFF, QSFP28

100G Or higher

Number of GE Copper interface

6, 12, 16, 20, 40 Or higher

Number of 10G SFP+ interface

0,4,6,8,10, 12, 16, 24, 48 Or
higher

Number of QSFP+ 40 G interface

0, 2,4, 6,8, 12 Or higher
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1.

2.

Number of GE Small Form- Factor

Pluggable (SFP) interface

0, 4,6,8,10, 12, 16, 20, 40 Or
higher

Number of /WAN Ports

4, 8, 12, 16 Or higher

Number of Ipsec VPN Peers
supported (Site to Site)

10000 Or higher

Number of Ipsec VPN Peers
supported (Client to Site)

12500 Or higher

Number of SSL VPN Peers
supported (Client to Site)

7500 Or higher

Type of Storage Disk

HDD, SSD Or higher

Storage Capacity (GB)

1000, 2000 Or higher

Power Supplies

Single, Dual Or higher

High Availability Support

Yes Or higher

If Yes, High Availability from
day 1

active-active, active-passive, NA Or

higher

Firewall Policies - License

Yes Or higher

Details of the Firewall Policies for
the Firewall provided with the

License

Web Security Essentials / URL
Filtering, IPS License, Application
Visibility License, DLP, APT
(Advance Persistent Threat) License
(Anti Malware Protection, C& C
attacks, Geo IP Protection, Zero Day
Threat Protection), Gateway

Antivirus

NGIPS Sigature supported

25000, 30000, 35000, 40000 Or
higher

Security Intelligence

IP, URL, Domain

Certification

Common Criteria /NDPP/NSS/ICSA
Labs

On Site OEM Warranty (Year)

3 , 5 Or higher

MII Preference

YES

MII Local Content

60%

(C) Additional specifications:

Proposed solution should have multicore processor-based architecture

and not ASIC-based architecture.

Proposed solution should be Network DLP compliant.
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10.

11.

12.

13.

14.

The proposed solution should have minimum 24 Gbps of Imix

throughput.

The proposed solution should have minimum 39 Gbps Firewall

throughput.

The Proposed solution should have the option to provide complete policy

enforcement and visibility of roaming users and should restrict the remote

user from disabling it.

The organization policy framework must be extended to the remote users
and ideally, it should control the Web and Application filter of a remote

user.

The proposed solution should be able to alert on user activity outside

business hours.

The proposed solution should provide user-wise policies for accessing
popular web-based mail, web chats for gmail hangout chat and Facebook

webchat, web-based popular social networking sites & SMTP mail.

The proposed system should have the flexibility to create rules for Popular
web based webmail sites to match various mail attributes such as
Subject, From, To, CC, BCC, Msg Body, Msg Body Size, Attachment Text,
Attachment Name, Attachment Size, Total Attachment Size, Attachment

Type with a wide range of composite conditional option.

The proposed system should provide control over HTTP, HTTPS, SMTP,
SMTPS (Port 465), SMTPTLS (Port 587), and Web Chat Messaging.

The proposed system should email daily group browsing reports to

respective group heads in pdf format.

During Technical evaluations or Prior to the Price bid open, Bidder need
to do 7-15 Days POC if asked; POC will be at our premises and during
POC if found product is not in compliance with mentioned requirement
than authorities has the right to reject the bid during technical

evaluations.

Self-Declaration for Local Supplier-Local Content/Make in India
Certification from OEM/ Manufacture should be submitted/Uploaded as
per Format of Annexure-II from MeitY Notification file No 1(10)/20217
CL-ES dated 6/12/2019. If the bidder fails to submit the same, the
bidder shall be liable to be rejected /disqualified.

The product shall have Indian Standard, IC3S/Common Criteria

(provided by STQC in India common-criteria- certification-0) or
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15.

16.

17.

18.

19.

Alternatively from International equivalents, NDPP or NSS or ICSA Labs,
at least one of them should be provided while bidding.

The product shall ICSA LAB certificate with minimum 10 years.
Partial Compliance submitted by OEM / Bidder will not be accepted
OEM should be ISO 9001-2015 & ISO 27001:2013 Certified

The product shall comply minimum 60% Local content or higher

The Product solutions should be same OEM.
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ANNEXURE-B

INSTRUCTIONS TO BIDDERS

GENERAL INSTRUCTIONS

. The Bidder is expected to examine all instructions, forms, terms and
specifications in the bidding documents. Failure to furnish all information
required by the bidding documents may result in the rejection of its bid and
will be at the bidder's own risk.

. No binding legal relationship will exist between any of the Respondents and
the Department until the execution of the bidding process.

. The Bidder acknowledges and accepts that Department may, in its absolute
discretion, apply selection criteria specified in the document for the
evaluation of proposals for shortlisting/selecting the eligible bidder(s).

. The Bidder will, by responding to Department for TENDER DOCUMENT, be
deemed to have accepted the terms of this Tender.

. DEPARTMENT may, in its absolute discretion, seek additional information
or material from any Bidder/s after the TENDER DOCUMENT closes. All
such information and material provided must be taken to form part of that
Bidder’s response.

. Bidders should provide details of their contact person, telephone, fax, email
and full address(s) to ensure that replies to the TENDER DOCUMENT could
be conveyed promptly.

. If the DEPARTMENT, in its absolute discretion, deems that the originator
of any query will gain an advantage by any response to such a query, then
Department reserves the right to communicate the such response to all
Bidders.

. Bidder should not have been blacklisted /debarred from participation in the
bid process by any of the Govt. Departments/PSU/Departments/Financial
Institutes in India.

. The bids qualifying the Technical Pre-Qualification Criteria will be eligible
for further evaluation of the Financial bid. Subsequently, the bidder quoting
the lowest amount as per L1 criteria defined in Financial Bid Format

(Annexure-I) will be selected as the L1 bidder and shall be awarded the Bid.

MODIFICATION AND/OR WITHDRAWAL OF BIDS

. Every Bidder shall submit only one proposal. If any Bidder submits more
than one proposal, all such proposals shall be disqualified.
. Bids, once submitted, will be treated as final, and no further

correspondence will be entertained on this. No Bid will be allowed to be
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modified after the deadline for submission of Bids. No Bidder shall be
allowed to withdraw the Bid if Bidder happens to be successful Bidder.

. DEPARTMENT has the right to reject any or all Bids received without
assigning any reason whatsoever. DEPARTMENT shall not be responsible
for non-receipt / non-delivery of the Bid documents for any reason

whatsoever.

SCOPE OF WORK/DELIVERABLES
The purpose behind issuing this TENDER DOCUMENT is to invite bids
through Government E-Marketplace for the supply of a Firewall with three

years subscription.

DELIVERY

The successful bidder shall be required to supply Firewall with three years

subscription with specifications as indicated above.

The item must be delivered at the Office situated at the following location:
EDI HARDWARE, 274 FLOOR, C WING, JAWAHARLAL NEHRU CUSTOM
HOUSE, NHAVA SHEVA, TAL-URAN, DIST.-RAIGAD, MAHARASHTRA-
400707.

PRE-QUALIFICATION CRITERIA

The bidder must qualify the Technical Pre-Qualification Criteria as per

Annexure-D to be eligible for Financial Evaluation.

EVALUATION CRITERIA

. The bid will be evaluated on the lowest quoted price basis for the supply of
items as per the specifications mentioned in Table A.

. Bidder quoting the lowest amount as per L1 criteria defined in Financial
Bid Format (Annexure-I) will be selected as the L1 bidder and shall be
awarded the Bid.

. Total Bid cost should be inclusive of all applicable taxes, charges, and other

levies.
LOWEST BIDDER QUOTE ON GEM

The bids which qualify for technical evaluation will be considered for
financial evaluation, and amongst them, L-1 (Lowest bid) will be awarded

the bid.
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LIQUIDITY DAMAGE (LD) AND DELIVERY TIMELINES

. The item must be delivered within THREE (3) weeks from the date of
issuance of the work/purchase order at the locations indicated earlier.
Delivery delays shall lead to penalties, and inordinate delays may lead to
the cancellation of orders at the discretion of the Department.

. In case the delay exceeds THREE (3) weeks, the Department reserves the
right to cancel the order. In such an event bidder will not be entitled to or

recover from Department any amount by way of damages, loss or otherwise.

PAYMENT TERMS
100% after delivery, installation, and activation of 3 years of comprehensive

OEM warranty support.

WARRANTY AND SUPPORT

. It is the responsibility of the bidder to ensure compatibility. The bidder will
be responsible for the malfunctioning of these items within the specified
warranty period.

. The bidder shall fully ensure the equipment supplied under the Bid against
loss or damage incidental to manufacture or acquisition, transportation,
storage, delivery and installation. The department will not be responsible
for any loss to a bidder on account of non-insurance to any equipment or
services.

. Bidder/OEM should have a 24x7x365 days support centre to log the calls.
The support centre detail/ numbers should be provided, mentioning the

contact person’s name, number and designation in the company.

EARNEST MONEY DEPOSIT (EMD)

. Any Bid received without EMD in proper form and manner shall be
considered unresponsive and rejected. Any request for exemption from EMD
without valid grounds will not be entertained.

. Save as otherwise provided herein or in the definitive agreement, the EMD
amount of all unsuccessful Bidders would be refunded on completion of the
tendering process on or before 30 days post-award of work/contract.

. The EMD security may be forfeited:

i. If Bidder withdraws its Bid/s during the period of Bid validity.

ii. If Bidder makes any statement or encloses any form which turns out

to be false/incorrect at any time prior to the signing of the contract.
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iii. In case of a successful Bidder, if the Bidder fails to Sign the contract;
and

iv. For MSME/ Start-Up bidders:

4. As per Rule 170 of General Financial Rules (GFRs) 2017, MSME/Start-Up
Bidders are exempted from submission of bid security, i.e., EMD deposit.
Further, in lieu of Bid Security, Bidders are required to submit the
“EMD/Bid Security Declaration” on their organisation’s letterhead duly
signed and stamped by their authorised signatory accepting that if they
withdraw or modify their bids during the period of validity of the bid, or if
they are awarded the contract. If they fail to sign the contract or fail to
submit a performance security before the deadline defined in the request
for proposal (TENDER DOCUMENT) document, they may be

Suspended /Blacklisted at Department’s discretion.

USE OF CONTRACT DOCUMENTS AND INFORMATION

The Vendor shall not, without DEPARTMENT’s prior written consent, use
any document or information provided by DEPARTMENT in the Bid

document or otherwise except for purposes of performing the contract.
ASSIGNMENT

The Vendor shall not assign/sub-contract, in whole or in part, its
obligations to perform under the contract, except with DEPARTMENT’s

prior written consent.

OTHER INSTRUCTIONS

1. Bidder must provide Manufacturer Authorization Form (MAF) (Respective
GeM Bid number printed on the MAF). Failing which the bid may be rejected
and may not be considered for further evaluation. No further
communication will be entertained in this matter.

2. The work/purchase order shall be issued against the quotation provided by
the successful bidder, compliance statement and subsequent information
furnished. The department, if desired, may check the genuineness of the
equipment with the OEM. In case of any discrepancies, Department
reserves the right to cancel or to take necessary action if the items delivered
are found to be non-compliant with the details furnished by the bidder or
specifications asked in our enquiry.

3. The bidder shall be responsible for free-of-cost equipment replacement

against manufacturing defects.
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. Department reserves the right to reject the bid if any deviation is observed
between the product offered by the bidder and the specifications stated in
the Bid.

. Department may ask for supporting documents like a declaration from the
bidder, product brochures etc., during the evaluation of the bids, failure in
the submission of the same may lead to cancellation of the bid.

. The bidder must provide three (3) years of comprehensive OEM warranty
support.

. A Bidder will, by responding to this Tender, be deemed to have accepted the

terms of this Tender.

Page 12 of 28



ii.

ANNEXURE- C
TERMS AND CONDITIONS

1. This office does not bind itself to accept the lowest tender and reserves the
right to reject any or all the tenders in which any of the criteria are not
fulfilled without assigning any reason whatsoever.

2. Tenders in which any of the particulars and prescribed information are
inadequate or incomplete in any respect or the prescribed conditions are
not fulfilled are liable to be rejected.

3. Successful bidder shall be responsible for supplying the desired products
in terms of requirements/specifications, as outlined above in this proposal
on the terms and conditions hereinafter mentioned.

4. The work/purchase order will be issued to the successful bidder only after
the verification of the original documents.

5. In case of dispute, the department reserves the right to a final decision on
the interpretation of the term and conditions, Scope of Work etc., of this
tender.

6. In case of dispute, the decision of the Commissioner of Customs NS-I shall
be final.

7. At any point in time contract may be terminated without assigning any
reason thereof.

8. All typographical errors are subject to corrections.

9. All the terms & conditions of this tender document shall be complied with
by the bidders.

10.Deviation, if any, from terms and conditions will not be entertained.

11.The bidder shall be responsible for any damage to supplied machines, and
the bidder has to repair the machine at its own cost within the warranty
period.

12.1f the information provided by the bidder is found to be false at any point in
time, the department reserves the right to reject such tender at any stage
or to cancel the contract, if awarded, and forfeit the earnest money.

13.Each page of the Tender document shall be signed and stamped with the

firm /company seal.

14. FORFEITURE OF EMD
The EMD will be forfeited under the following conditions:
If the tenderer withdraws or amends, impairs or derogates from the tender
in any respect within the period of validity of the tender.
If the bidder withdraws the bid before the expiry of the validity period of the
bid or within the time frame of extension given by the COMMISSIONER OF
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CUSTOMS, NS-I, JNCH, MUMBAI ZONE-II in any special case
communicated before the expiry of the bid.

iii. If the bidder fails to comply with any of the provisions of the terms and
conditions of the bid document.

iv.  If the selected bidder fails to execute the agreement in the prescribed format

and furnish the bank guarantee within the prescribed time.

15.RETURN OF EMD:
The earnest money of all the bidders will be returned as early as possible
after the completion of the bidding process but not later than 30 days after

the issue of the work order to the successful bidder.

16.PRICES:

Prices quoted shall be final and inclusive of all taxes.

17. TAXES AND DUTIES:
GST and/or any other applicable taxes and duties will NOT be paid extra.

Hence Taxes should be included in the rates quoted.

18.MODE OF PAYMENTS:
Payment will be made through online payment/PFMS after raising the
demand by submission of the bill in triplicate on obtaining a satisfactory

performance certificate Page from the users.

19. ADDITIONAL TERMS AND CONDITIONS
i. Malicious Code Certificate:
The bidder shall give an undertaking citing as below:
“This is to certify that the Hardware and the Software being offered
(All-In-One Desktops), as part of the contract, do not contain Embedded

Malicious code that would activate procedures to:

a) Inhibit the desires and designed function of the equipment.
b) Cause physical damage to the user or equipment during the exploitation.

c) Tap information on residents or transients in the equipment/network.”

The bidder will be considered to be in breach of the procurement
contract in case physical damage, loss of information or infringements
related to copyright and Intellectual Property Rights (IPRs) are caused due

to the activation of any such malicious code in embedded software.

ii. Upload Manufacturer authorization:
Wherever Authorized Distributors are submitting the bid, Manufacturers

Authorization Form (MAF)/Certificate with OEM details such as name,
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designation, address, e-mail Id and Phone No. required to be furnished

along with the bid.

iii. Bidder’s financial standing:

The bidder should not be under liquidation; court receivership or similar
proceedings should not be bankrupt. Bidder shall upload undertaking to
this effect with the bid.

iv. Data Sheet/Product catalogue of the product(s) offered in the bid are to be
uploaded along with the bid documents.

V. Availability of Service Centers:

Bidder/OEM must have a Functional Service Centre in the Maharashtra
region in case of a carry-in warranty. (Not applicable in case of goods having
on-site warranty). If the service Centre is not already there at the time of
bidding, the successful bidder / OEM shall have to establish one within 30
days of the award of the contract. Payment shall be released only after the

submission of documentary evidence of having a Functional Service Centre.

Vi. Bidder shall have an active registration firm/Branch, preferably in the state

of Maharashtra, for better coordination.

vii. The Bidder must furnish the guidelines for installation/configuration

planning of hardware and software before the start of the project.

viii. Complete installation and integration and customization will be taken place

at JNCH, no remote access will be provided for the same.

ix. The Bidder must migrate all the existing Firewall policies, settings etc., to
the proposed Firewalls. No downtime shall be provided during the
migration. Downtime shall be provided in the later stage of physical
migration. The Bidder shall also customise, add, and edit rules/policies as

per required by the Department.

X. The solution shall be centralized controller-based deployment architecture
that is required for granular control, simplified management, monitoring
and for one-click configuration. The Firewall shall be configured in Active-

Active High Availability (HA) for Load Balancing and Failover.

Xi. The solution shall be based on VLAN authentication, DHCP, MAC-IP based

tight integration method by enabling all security as per guidelines. ‘
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xii.

Xiii.

Xiv.

XVI.

XVii.

To increase backbone bandwidth, Link Aggregation must be configured in

Firewalls in LAN, DMZ and WAN Side.

At the time of installation of the systems/sub-systems, if it is found that
some additional HW/SW/Licenses or additional items are required to
complete the configuration, which was not included in the Bidder’s original
list of deliverables/BOM, then the vendor is required to supply such items
to ensure the completeness at no extra cost to the Department. The
proposed solution shall be inclusive of installation/services/Accessories

cost.

Bidder must include installation, commissioning and integration, or any
technical support cost for the period of 3 years. The bidder has to provide
undertaking for the complete troubleshooting, day-to-day support, any
hardware and software upgradation and technical support for the period 3
years. The OEM-certified Engineer of the Bidder has to visit JNCH for

preventive maintenance on a quarterly basis for a period of 3 years.

The OEM must provide an undertaking that the quoted product shall not
be the end of life for minimum 5 years from the date of submission of the

quote.

OEM Quality Certification is Mandatorily required for Quality, satisfaction
guarantee and Product safety. Bidder shall provide a valid certification list as
below:

a. ISO 9001:2015, ISO 14001, 20000, 27001 Certificates

ROHS,

BIS

FCC

CE

CVC Pledge Certificate.

g. GST Certificate with Latest GSTR3B for last Quarter.

o

oo a0

The bidder shall provide an undertaking stating that:

“I/ we clearly understand and agree that if any of the information furnished by
me/us here under is found to be wrong or false or incorrect or incomplete,
my/our participation is liable to be rejected. Further, if I am/we are appointed
as the 'executing agency' for the above project on the basis of the information
furnished in my/our application and the information furnished therein is
subsequently found to be wrong, false or incorrect, my/our contract with the

department’s office is liable to be terminated forthwith at the discretion of the
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department, at any stage, without any notice and any compensation

whatsoever for such termination.”

xviii. The affidavit duly certified by Judicial Magistrate is to be submitted in the
given format below by the Bidder/ Supplier/ Agency stating that they have
not been blacklisted.

AFFIDAVIT

(To be notarized on Rs. 100 /- stamp paper)

(format for the affidavit to be submitted by the bidder/ supplier/ agency stating that
they have not been blacklisted)

We__ hereby declare that we have not been blacklisted by the registering authority
or any department of the central /state government, semi-government, public
undertakings etc.

The information given by me is accurate, and in future, if it is found that the
information given by me is false, then the department is free to take legal action,

including termination of the contract, against me/us.

Date:
Place: Seal & Signature of the Bidder
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ANNEXURE-D

PREQUALIFICATION CONDITIONS

ELIGIBILITY CRITERIA FOR TECHNICAL BIDS

1.

The bidder shall have an annual turnover of more than Rs.25,00,000/- (Rs.
Twenty-Five Lakhs) in the last three financial years, along with CA certified

certificate.

. The bidder shall have the local Shop & Establishment certificate/ MSME

Certificate for their authorized Shop and Service Centre.

. The bidder shall furnish and provide the Income Tax Assessment Certificate

for last 03 years.

. The bidder shall not have been disqualified or served a memorandum by any

Central Govt./State Govt. /Semi Govt. Organizations/Private organizations

for similar work, self-declaration be furnished in this regard.

. The bidder intending to submit the tender shall be a reputed organization in

the field of supplying firewall and have an experience in this field for more
than two years, experience in Central Government Department will be
preferred. The Gem’s rating and Vendor’s assessment report of the bidder may

be considered at the time of the evaluation of the bid.

. The bidder having work orders for similar work in any Central Govt./ State

Govt./Semi Govt. Organizations in Mumbai will be preferred.

. The bidder should have a quality management certificate ISO 9001:2015 in

support of providing their qualitative services.

. The bidder shall have an active GSTIN.
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ANNEXURE-E
INSTRUCTIONS FOR BID SUBMISSION

. Bids shall be submitted online only at the GeM website: https://gem.gov.in.

The bidders are advised to follow the instructions provided in the above-said
portal as "Instructions to Bidder for Online Bid Submission" for online
submission of bids. Bid documents may be scanned with 100 dpi with a
black-and-white option which helps in reducing the size of the scanned
document.

. For any clarification regarding the tender, contact to Supdt. EDI/Hardware

over telephone no. 022 2724 4700 and email id edi.hardware@gov.in

. Not more than one tender shall be submitted by one bidder or bidders.
. Tenderer who has downloaded the tender from the JNCH website (for reference

only) and Gem website https://gem.gov.in/ shall not tamper/modify the

tender form, including the downloaded financial bid template, in any manner.
In case the same is found to be tempered/ modified in any manner, a tender
will be completely rejected, and EMD will be forfeited, and the tenderer is liable
to be banned from doing business with JNCH.

. Intending tenderers are advised to regularly visit the JNCH website,
www.jawaharcustoms.gov.in (for reference only) and the GeM website
https://gem.gov.in until the end date of submission of tender for any
corrigendum/ addendum/amendment.

. At any time, prior to the deadline for submission of Bids, THE
COMMISSIONER OF CUSTOMS, NS-I, JNCH, MUMBAI ZONE-II may, for any
reason deemed fit, modify the Bid documents by issuing suitable
amendment(s) to it. The amendment will be uploaded on GeM & JNCH website
only. In order to provide reasonable time to the prospective Bidders to take
necessary action in preparing their Bids as per the amendment, THE
COMMISSIONER OF CUSTOMS, NS-I, JNCH, MUMBAI ZONE-II, may, at his
discretion, extend the deadline for the submission of Bids and other allied time
frames, which are linked with that deadline. Prospective bidders are advised
to visit/see Gem.gov.in & JNCH website on a regular basis for any change in
schedule, amendment/ corrigendum in Bid Document, including technical
requirements.

. Bids will be opened as per the date/time as mentioned in the Tender Critical
Date Sheet.

. Canvassing in any form in connection with tender is strictly prohibited, and
the tenders submitted by the contractor who resorts to canvassing will be
liable to be rejected.

. All rates should be quoted in the prescribed “Financial Bid" template in the

tender. No documents may be enclosed with the financial bid.
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10.For a bidder, who has participated in the tender bids, it will be automatically
assumed that he has accepted all the terms and conditions of the tender.

11.0n acceptance of the tender, the name of the accredited representative (s) of
the bidder who would be responsible for taking instructions from the
department shall be communicated to the department.

12.The tender shall remain open for acceptance as per the GeM policy.

13.Merely submitting the tender with all the requirements does not bind the
COMMISSIONER OF CUSTOMS, NS-I, JNCH MUMBAI ZONE-II, to accept the
lowest tender and Competent Authority, reserves the right to reject any or all
of the tenders received without assigning any reason. Tenders not fulfilling
any of the prescribed conditions or incomplete in any respect are liable to be
rejected.

14.Technical bids of only those bidders will be opened, who submit the earnest
money in the prescribed manner.

15.Failure of the successful tenderer to comply with the above requirement shall
constitute sufficient grounds for cancellation of the letter of award & forfeiture
of the earnest money.

16.The tender shall be submitted online in two parts, viz., Technical Bid and

Financial Bid.

17. TECHNICAL BID:

The following documents are to be furnished by the bidder along with

Technical Bid as per the tender document:

i. Format for Technical Bid should be as per Annexure H.

ii. Scanned copy of all supporting documents.

iii. A scanned copy of the Tender Acceptance Letter (Annexure- F), failing
which the bidder's bid may be rejected.

iv. A scanned copy of the Checklist Section (Annexure- G) properly filled and
signed.

v. Scanned copy of the Earnest Money Deposit should be uploaded on the
portal.

The original EMD in physical form duly sealed in an envelope super scribed
with "EMD for the tender no. for supplying Firewall with three years
subscription” must be sent to the address mentioned below by post/speed
post/courier/by hand on or before Bid Submission End Date & Time as

mentioned in Critical Date Sheet:

“The Deputy Commissioner of Customs EDI Hardware Section Office of
the Commissioner of Customs (NS-I), Jawaharlal Nehru Customs House,

Nhava- Sheva, Uran, Raigad, Maharashtra- 400707”
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Otherwise, the tender will be summarily rejected without assigning any

reasorn.

18.FINANCIAL BID:

i.

ii.

Format of the Financial bid is provided in the form of a template in PDF
format  (Annexure-I), along with this tender document at

https:/ /eprocure.qgov.in/ eprocure/ app. Bidders are advised to download this

template in PDF format as it is and quote their offer/rates in the permitted
column and upload the same in the manner. In case the same is found to
be tempered/ modified in any manner, the tender will be completely
rejected, and EMD will be forfeited and the tenderer is liable to be banned
from doing business with JNCH.

Each page of the Financial Bid should be signed by the authorized person
and stamped with Company Seal/ Stamp. The rates to be quoted in
Financial Bid should be in Indian Rupees inclusive of all taxes. The rate
quoted shall be valid for 90 days from the date of opening of the technical

bid. The period can be extended with mutual agreement.

Note: Financial bids of only those bidders will be opened whose technical bids

are found suitable by the committee appointed for the purpose. The date
and time of opening of price bids will be decided after technical bids have
been evaluated by the committee. Information in this regard will be
uploaded on the portal. In exceptional situations, an authorized committee
may negotiate the price with the qualified bidder quoting the lowest price

before awarding the contract.

19. The bidders are required to submit soft copies of their bids electronically on

the GeM Portal. The instructions given below are meant to assist the bidders

in registering on the CPP Portal, preparing their bids in accordance with the

requirements and submitting their bids online on the GeM Portal. More

information useful for submitting online bids on the GeM Portal may be

obtained at: https://gem.qgov.in

21. PREPARATION OF BIDS

i. Bidder should consider any corrigendum published on the tender

document before submitting their bids.

ii. Please go through the tender advertisement and the tender document
carefully to understand the documents required to be submitted as

part of the bid.

iii. Bidders, in advance, should get ready the bid documents to be

submitted as indicated in the tender document/schedule. Generally,
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iv.

they can be in PDF/ XLS/ RAR / DWF/JPG formats. Bid documents
may be scanned with 100 dpi with black-and-white option, which helps

in reducing the size of the scanned document.

To avoid the time and effort required in uploading the same set of
standard documents which are required to be submitted as a part of
every bid, a provision of uploading such standard documents (e.g. PAN
card copy, annual reports, auditor certificates etc.) has been provided
to the bidders. Bidders can use the "My Space" or "Other Important
Documents" area available to them to upload such documents. These
documents may be directly submitted from the "My Space" area while
submitting a bid and need not be uploaded again and again. This will

lead to a reduction in the time required for the bid submission process.

20. SUBMISSION OF BIDS:

i.

ii.

iii.

iv.

V1.

Bidder should log into the site well in advance of bid submission so
that they can upload the bid in time, i.e. on or before the bid
submission time. Bidder will be responsible for any delay due to other
issues.

The bidder has to upload the required bid documents one by one as
indicated in the tender document.

Bidder should prepare the EMD as per the instructions specified in the
tender document, and any requisite document, in original, should be
posted/couriered/given in person to the concerned official, latest by
the last date of bid submission or as specified in the tender documents.
The details of the DD /any other accepted instrument physically sent,
should tally with the details available in the scanned copy and the data
entered during bid submission time. Otherwise, the uploaded bid will
be rejected.

Bidders are requested to note that they should necessarily submit their
financial bids in the format provided (Annexure-I) and no other format
is acceptable.

The server time (which is displayed on the bidder's dashboard) will be
considered as the standard time for referencing the deadlines for
submission of the bids by the Bidders, opening of bids etc. The bidders
should follow this time during bid submission.

All the documents being submitted by the bidders would be encrypted
using PKI encryption techniques to ensure the secrecy of the data. The
data entered cannot be viewed by unauthorized persons until the time
of bid opening. The confidentiality of the bids is maintained using the

secured Socket Layer 128-bit encryption technology. Data storage
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vii.

Viii.

iX.

encryption of sensitive fields is done. Any bid document that is
uploaded to the server is subjected to symmetric encryption using a
system-generated symmetric key. Further, this key is subjected to
asymmetric encryption using buyers’/bid opener's public keys.
Overall, the uploaded tender documents become readable only after
the tender opening by the authorized bid openers.

Upon the successful and timely submission of bids, the portal will give
a successful bid submission message & a bid summary will be
displayed with the bid no. and the date & time of submission of the bid
with all other relevant details.

The bid summary has to be printed and kept as an acknowledgement
of the submission of the bid. This acknowledgement may be used as
an entry pass for any further communication.

Any queries relating to the tender document and the terms and
conditions contained therein should be addressed to the Tender
Inviting Authority for a tender or the relevant contact person indicated
in the tender.

Any queries relating to the process of online bid submission or queries
relating to the GeM Portal, in general, may be directed to the GeM
Portal Help desk.
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ANNEXURE-F
TENDER ACCEPTANCE LETTER

(To be given on Company Letter Head)

Tender Reference No: Date:

To,

The Commissioner of Customs (NS-I),

Jawaharlal Nehru Customs House, Nhava- Sheva,

Tal- Uran, Distt- Raigad, Maharashtra- 400 707.

Sub: Procurement of Firewall with three years subscription to be installed

at JNCH.

Dear Sir,

1.

I/ We have downloaded/obtained the tender document(s) for the above-
mentioned "Tender/Work" from the website(s), namely: -----------------———--

as per your advertisement, given in the above-mentioned website(s).

. I/ We hereby certify that I/ we have read the entire terms and conditions

of the tender documents from Page No. to (including all documents like
annexure(s), schedule(s), etc.) which form part of the contract agreement
and I/ we shall abide hereby by the terms/ conditions/ clauses contained

therein.

. The corrigendum(s) issued from time to time by your

department/organization too have also been taken into consideration

while submitting this acceptance letter.

. I / We hereby unconditionally accept the tender conditions of the above-

mentioned tender document(s)/corrigendum(s) in its totality /entirety.

. I/ We do hereby declare that our Firm has not been blacklisted/ debarred

by any Govt. Department/Public sector undertaking.

I/ We certify that all information furnished by our Firm is true & correct
and, in the event that the information is found to be incorrect/untrue or
found violated, then your department/ organization may, without giving
any notice or reason therefore or summarily reject the bid or terminate the
contract, without prejudice to any other rights or remedy including the
forfeiture of the full said earnest money deposit absolutely.

Yours Faithfully,

(Signature of the Bidder, with
Official Seal)
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ANNEXURE - G

CHECKLIST FOR BIDDERS

Sr. No Activity Compliance
(Yes/No/NA)
1 Have you enclosed the EMD (Bank
Guarantee) of the required amount?
2 (Is the exemption certificate enclosed: (Yes/No/NA)
vendor registered with MSME/ NSIC/
Government bodies attached for relaxation
of EMD?
3 Is EMD valid for 90 days from the date of
publishing of the Bid?
4 Have you kept the validity of your bid as
per the Bid document?
5 Is PAN No. of the bidding firm with proof
attached?
6 Is the active GST number with the
registration certificate attached?
7 Have you enclosed a valid ISO 9001:2015
Certificate?
8 Is each page of the Tender document
signed and stamped with the
firm /company seal?
9 Have you enclosed all supporting
documents?
10 Are you able to provide products as per

required specification?

(Name & Signature with date and seal of firm /company)
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ANNEXURE-H

FORMAT FOR TECHNICAL BID

Sr. Particulars Details
No.

1 Name of the "Bidder"

Full Address of the Bidder Details
Telephone No./Mobile No.

Fax No.

Email id

Complete name and contact no.

2 Bank details with MICR & IFSC (Submit
Mandate Form for ECS payment)

3 PAN

4 Income Tax Returns (ITRs) for the last
three F.Y.

5 CA Certificate for last three years’
turnover

6 Active GST Registration No.

7 Shop & Establishment certificate/ MSME
Certificate

8 Whether blacklisted by any YES/NO
Bank/Govt./PSU organization (Submit
affidavit duly certified by Judicial
Magistrate)

9 Performance certificate/work experience
of 05 years in Govt./Semi govt./PSU
office

10 Details of EMD

Note:

1. Attested photo copies of all above for proof should be uploaded with
technical bid.
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ANNEXURE-I

FORMAT FOR FINANCIAL BID

Sr. No. Details of the | Quantity Total Amount | Remarks
product to be (In Rs.
procured Inclusive  of
all taxes)
1. Firewall with | 01
three years
subscription

Note: -The rates quoted above should be inclusive of GST/any other tax.
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DECLARATION

1. PP Son I Daughter / Wife of
Shri...ccoovviiiiiiiiiiinn.. Proprietor / Partner
/ Director / authorized signatory of..................... competent to sign this

declaration and execute this tender document;

2. I have carefully read and understood all the terms and conditions of

the tender and undertake to abide by them,;

3. The information/documents furnished along with the above application
are true and authentic to the best of my knowledge and belief. I/we, am / are
well aware of the fact that furnishing of any false information / fabricated
document would lead to rejection of my tender at any stage besides liabilities

towards prosecution under appropriate law;

4. [ understand that in case any deviation is found in the above statement
at any stage, the concern shall be blacklisted and shall not have any dealing with

the Department in future.

Signature of authorized person

Name & Seal
Place:

Date:

Page 28 of 28



	Bid Document/ बिड दस्तावेज़
	EMD Detail/ईएमडी विवरण
	ePBG Detail/ईपीबीजी विवरण
	Splitting/विभाजन
	MII Purchase Preference/एमआईआई खरीद वरीयता
	MSE Purchase Preference/एमएसई खरीद वरीयता

	Firewall - NGFW ( 1 pieces )  (Minimum 50% and 20% Local Content required for qualifying as Class 1 and Class 2 Local Supplier respectively/क्रमशः श्रेणी 1 और श्रेणी 2 के स्थानीय आपूर्तिकर्ता के रूप में अर्हता प्राप्त करने के लिए आवश्यक)
	Buyer Added Bid Specific Terms and Conditions/क्रेता द्वारा जोड़ी गई बिड की विशेष शर्तें
	Disclaimer/अस्वीकरण
	---Thank You/धन्यवाद---


